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1 HABHAYEHNA W YcCloBunA TMPUMEHEHUA TNMPOIrPAMMHOIO
OBECINEYEHUA

iXyber APC Analyst — 370 undpoBas nnatgopma A9 UHTENNEKTYaNbHOro ynpaBreHus
TEXHONOMMYECKMMUN 1 NPOU3BOLACTBEHHBIMM NpoLieccamu, obecneydnsatoLLas coop,
BbICOKONPOU3BOAMTENBHOE XpaHeHne, 06paboTKy 1 BU3yanmsauunio 6onbLLmMx 06EMOB
AaHHbIX (ganee - Cuctema). Nnatdopma 06beanHAET PYHKUNN CO34aHNSA eOMHOM
0ObEKTHOM MOAEeNV NPeanpUATUS, MHTErpauun pasHopoaHbIX MICTOYHMKOB MHAOPMALIUA U1
npeaocTaBneHnst NoNb30BaTENbCKNX NHTEpdecoB, obecneunsas macuTabmpyemMocTb u
6e3onacHoCTb.

Cuctema peanusyet criegytomne pyHKUMK:

— Co3paHue o6bEeKTHOWM Moaenu;

— OO6MeH gaHHbIMK C MHGOPMALMOHHBIMU CUCTEMaMU;
— OTpaxeHne gaHHbIX HA 00BEKTHYIO MOAENb;

— Peanusauusa nonb3oBaTenbCkoro nHTepgenca.

1.1 YpoBeHb NOAroTOBKU

Ons akcnnyataumm CucTtembl TpebyeTcsi npuBnedeHne cneumanucta no 6es3onacHoCcTU u
CUCTEMHOro agMMHUCTpaTopa.

CuctemMHbIn aAMUHNCTPAaTOP ocyuwiecTtBndeT - ynpaBlieHue KOHd)MpraLLMGﬁ cpeabl
BbINOSTHEHUSI CETU Ha OCHOBE MOMUTUK, OTCNEXMBaeT N coobLuaeT o KOH(bVIpraU,I/II/I CBA3N,
npon3BoanNTESIbHOCTU pa60t-|eM COCTOAHUN, a TaKXKe npenocrtaBsideT yCnyru, cB4A3aHHble CO
BpeMeHeM.

OcHOBHbIMU 06513aHHOCTSIMU CUCTEMHOIO aaMUHUCTPpATOpPa ABJIAIOTCA:

— YCTaHOBKa, HacTpoMKa M MOHWUTOPUHI PaboTOCNOCOOHOCTU KOMMSIeKca TEXHUYECKUX
cpencTB (cepBepoB, paboumx cTaHunn);

— pe3epBHOE KOMMPOBAHME N aBapUNHOE BOCCTAHOBIIEHWNE AAHHbIX;

— KOH(UrypupoBaHue 1 HacTponka NporpaMmMHO-TEXHUYECKNX CPEOCTB CUCTEMBI;

— peanusaums goctyna K MHopmMaunm, XxpaHswencsa B NpuknagHblix 6asax gaHHbIX;

— HacTpoKKa nokanbHOW KOMMbOTEPHOM CETU U NIHTEpHETa;

— KOHTPONb OOCTYyNna K CETEBbLIM pecypcam;

— HaCTpOKKa CETEBOIrO OKPYXXEHMUSI.

Cneuunanuct no 6esonacHocTn obecnednBaet 6e3onacHyo paboTel CUCTEMbI C BHELLHUMM
cMcTEMaMM.

CneuyunanucTt no 6e3onacHOCTU 1 CUCTEMHBIA aOMUHUCTPATOP MOryT OblTb 00 beANHEHBbI B O4HY
ponb.

1.2 lMepe4yeHb AOKYMEHTaLUn Arna 03HaKOMIeHuUs

PykoBoacTtBo nonb3osartens iXyber APC Analyst.



2 APXUTEKTYPHOE PELLEHUE CUCTEMbI

Cuctema coctouTt u3 crneayrowmx KOMMNOHEHTOB!:

Tabnuua 2.1 - KoOMNOHEHTbI CUCTEMBI

Mnatdopma iXyber

ManagerUsersKeyCloak
iXyberIntMain
iXyber Admin

KomMmnoHeHT no HasHauyeHwue

Beb6-cepsep Nginx Beb6-cepsep 1 o6paTHbIN NPOKCU-cepaep
iXyber Vision Busyanusaums naHHbIx;
iXyberBase XpaHeHune LI,aI:|HbIX,
IXyberHistoryServer WcTopuuecknin cepeep;

PaboTta ¢ nonb3oBarensamu;

YnpaBneHne nHrepdencamm cbopa
OaHHbIX;

Pabota ¢ npunoxeHunem.

Cucrtema xpaHeHus AaHHbIX PostgreSQL

[onroBpeMeHHoOe XpaHeHWe AaHHbIX

2.1 TpeboBaHMA K nporpaMmMHOMY ob6ecrne4YyeHuo CUCTEMbI

TpeboBaHus k nporpammHomy obecneyeHuto CuctemMbl NpeacTaBrieHbl B Tabnuue HUXe.

Tabnuua 2.2 - TpeboBaHUsA kK NporpaMmmMHOMY 06ecneYeHnto

Uma cepBepa

TpeboBaHusA kK onepaLMoOHHON cucTeme

Beb-cepsep

Microsoft Windows Server 2012 R2 vnu Debian 12

Mnatdopma iXyber

Microsoft Windows Server 2012 R2 vnn Debian 12
Ons iXyberOPCDAInt - Microsoft Windows Server 2012 R2

Cnctema  xpaHeHus
OaHHbIX

Microsoft Windows Server 2012 R2 vnu Debian 12




3 NOPAAOOK 3AIrPY3KU NPOrPAMM

3.1 YcTaHOBKa nporpamMmm c ucnonb3oBaHuem Setup

1. B gmpekTopun npunoxeHna sanyctutb yTunuty iXyberSetUp oT umeHn agmmHucTpaTopa.

Name Date modified Type Size o
nyULs AL b e A 1 b ViR L apunsium
iXyber Session Assessment 8/12/2024 12:41 PM Manka c paitnami
iXyber Vision 8/12/2024 12:42 P
iXyber Vision Convert 3/12/2024 12:4
iXyber WebService Manager 8/12/2024 12:42
iXyber_OTS 8/12/2024 12:4
iXyberBzse 8/22/2024 2
IXyberHistoryServer 8/12/2024 12:46 PM
iXyberln:Main 8/12/2024 12:46
iXyberiniWebServer 8/12/2024 12:46 PM
iXyberProto 8/12/2024 12:46
iXyberSHTraining 8/12/2024
iXyberTraining 8/12/2024 12:46 PM
iXyberWebTest 8/12/2024 12:46 PM
keycloak 8/22/2024 2:3
ManagerUsersKeyCloak 8/12/2024 1
nginx-server 8/12/2024
settings 8/12/2024 12:48 PM
System Volume Information 8/12/2024 12:38 PM C
s .1 iXyberSetl s i 31 KB
| iXyberSet| B 652 KB
% ® 3anyck ot umeHn aaMUHUCTPATOpP3 I 2
30.5KB Wcnpaenerve npobaem ¢ COBMECTUMOCTBH [ ’:: =
Pin to Start !

P A s o T S Vg T

2. [lna noaTBep)XOEHME YCTaHOBKM MPOrpaMMHbIX KOMMOHEHTOB Haxmute “y” (T.e. YES)
YT106LI NponycTUTL 3TOT War - “n” (T.e. NO)
B C\Test\iXyberSetUp.exe - O X

Install distribut? [y yes / n - no]

BsedeHuu Opyaux cumeosiog He QorycKkaemcs.



3. B okHe yctaHoBku PostgreSQL HaxmuTte Next:

Install distribut? [y - yes / n -
y
T

SDK is installed
Framework is installed
installed

noj

PostgreSQL 15 (64bit) Setup _

Welcome to PostgreSQL 15 (64bit)

Setup

Setup will guide you through the installation of PostgreSQL

15 (64bit).

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer.

Click Next to continue.

Cancel

4. Bblbepute cneayrowme koMnoHeHTbl PostgreSQL ansa nHctannaumm, Haxmmte Next:

PostgreSOL 15 (64bit) Setup —

Choose Components

Choose which features of PostgreSQL 15 (54bit) you want to
install.

Chedk the components you want to install and unchedk the components you don't want to
install. Click Mext to continue,

Select components to install:

Space required: 225.4 MB

= -- PostgreSQL server

-+ Client components
Server components
Developer components

o | Microsoft Visual C++ 2019 Redistributable

ped

Description

< Back Cancel



5. B okHe BbibOpa nyTu 4ns ycTaHOBKKM 6a3bl aHHbIX HaxXMuTe Next, He MeHsia nyTb:
PostgreSOL 15 (64bit) Setup — *

Choose Install Location
ofl PFOOEFE SSHONAL

PO S g res Choose the folder in which to install PostgreSQL 15 {(54bit).

Setup will install PostgreSQL 15 (64bit) in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Destination Folder

:\Program Files\Postgres, Browse, ..

Space reguired: 225.4MB
Space available: 23.8 GB

6. B okHe BbibOpa NyTn XpaHeHUs AaHHbIX HaxxmuTe Next, He MeHsasa nyTb:
PostgreS0L 15 (B4bit) Setup: Installation Folder - X

Choose Install Location
o PFROFESSIONAL

PO S g res Choose the folder in which to install PostgresQL 15 (64bit).

Select a directory under which to store your data

Data directory

Browse ...

Space required: 225.4 MB
Space available: 23.8 GB



7. [Onsa HacTponkn 6a3bl aHHbIX:

— 3anonHute nons no obpasuy Huxe

— [ocTaBbTe ranoyky B nyHKTe Set up environment variables;

— Haxmute Next
PostgreSOL 15 (64bit) Setup

Server options
o PFROFESSICHAL

PO S g re S Specify server options

Port: | 5432
Addresses: Allow connections from any IP address
Locale: Default w
Superuser: | postares |
Password: | sssssnsns |
Confirm: | II1111111] |

Enable data chedksums

Set up environment variables

< Back

8. B okHe HacTpoek cepBepa Bblbepute Use default setting, HaxxmuTe Next

PostgreSQOL 15 (64bit) Setup

Server options
o PFROFESSIONAL

PD S g re S Specify server options

— >

Server performance can be optimized based on the amount of memory installed: 4095 MB.
This setting allocates more memory to the server. Configuration parameters are written to

the C:\Program Files\PostgresQL\15'\data \postaresgl. conf file.

l:::l Tune configuration parameters

{®) Use default settings

[ ] show advanced options...

< Back



9. Bo BcnbIBaloLEM OKHE HaXXMUTe Nobyto KnasuLly

B Ch\Test\iXyberSetUp.exe _ o %

3 control file...
ess!
1stalling TimescaleDB SQL files...
ess!
ompleted sfully.

Attempting to stop...

ontinue

3.1.1 Hactpowmka JSON/Conf ¢pannos

Mocne HaxaTus nbon KnaBuLN BbIBOAUTCS UMSI CO30AaHHOIO XOcTa:

Press any key to continue
Current host name: ixyber
Do you want to keep the current hostname?

10.YT1006bI OCTaBUTL TEKYLLEE UMS BBEAUTE “Yy”

YT00bl 13MEHUTb Ha Nonb3oBaTenbckoe — BBeanTe “n”

Current host name: ixy

Do you want to keep the current hostname? [y - yves / n - no]: n
Enter a new hostname:

11.BBeauTe Hy>XHOE NMa MaLLvHbI (ecnun Bbl BBOAUNK “n”)
CTpOYHbIMU ByKBaMMU.

[oxnaaemcsa 3aBepLLUEHNSA NPOBEPKM N N3MEHEHMST DaNoB N HaXXMUTE Nobyro KnasumLy.

on-def.json
mation

ontinue

10



3.1.2 YctaHOBKa npusoxeHus

12.B nosiBMBLLUEMCSHA OKHE BBEMUTE Naposib, KOTOPLIM BBOAMMN B N.8. N OXXnaanTe 3aBepLueHnd
YCTaHOBKM

EE Ch\Windows\System32\cmd.exe — m] b

Password for user postgres: _

3.2 Py4yHas ycTaHOBKa nporpamm
|-|Op$I,D,OK YCTaHOBKU HeO6XO,D,I/IMbIX KOMMNOHEHTOB:
1) dotnet-sdk-8-x64 Bepcun He Huxke 8.0.5100.

2) OpenJDK17U-jdk_x64s, npu ycTaHOBKe, Ha wware Custom Setup ybeguTtbcs 4To Set
JAVA HOME variable BbiGpaHa anga ycTaHOBKM.

3) Net Framework v 4.8 (ndp48).
4) PostgreSQL_15.6_64bit_Setup.
a. [MocTtaBuTb ranoyky «HacTpouTb NepemMeHHbIe cpeabl».
b. BbibpaTtb «Mcnonb3oBate NnapaMeTpbl MO YMOTYAHUIO.
5) timescaledb-postgresql-15

a. BosmoxHo, Bam npuaetca gobaeutb mectononoxeHue dana pg_config B ceBon nyThb.
B okHax NHCTpyMeHT noucka, nouck system environment variables. NyTb gormxkeH 6biTb
C:\Program Files\PostgreSQL\15\bin

b. 3anyctutb setup.exe npaBou knaesuwen Mbiwn 1 Beibpate Run as Administrator.

c. Ecnn cnpocut Please enter the path your postgresqgl.conf: ykasatb: C:\Program
Files\PostgreSQL\15\data\postgresql.conf

d. Bo Bcex 3anpocax cTaBuMm y.
6) OPC Core Components Redistributable (x64).exe
7) YctaHoBka nnatgopmbl iXyber. 3anyck install.
YkasaTb MSA XOCTa 1 M4 nNoruHa u napons ans bA.
3.3 3anyck cuctembl
3anyck iXyber nponssoanTbes Yepes 3anyck cnyxobl iXyberAdmin.
Agpec ans ynpaeneHus cnyx6amu: https://localhost/ixyber/admin

11
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4 AOMUHUCTPUPOBAHUE CUCTEMBDI

4.1 OocTyn K cucrteme

HocTtyn k Cucteme ocyulectBnseTcs no cebinke https://<host>/ B 6paysepax Google Chrome
unu Microsoft Edge, Mozilla Firefox.

B panbHenwem HeobxoaMmo aBTOpM30OBATLCA: yKkasaTb JIOMMH M Naporib, a 3aTeM HaxaTb
KHonky «Bontn» (Puc. 4.1).

Puc. 4.1 - OkHo aBTOpM3aL MK

D,OCTyI'I K OaHHbIM W onepauudam perynmpyetca poJridMKu, KOTOpble Ha3Ha4YakoTCAd
nonb3oBaTenidaMm.

Tabnuua 4.1 - Ponu 1 npaBa gocTtyna K AaHHbIM U onepauuvsm

Ponb
Monb3oBaTenb ApMuHucTpartop
Onepauun
. UteHne
CospgaHne ob6bekTHOM Mogenu v
PepaktuposaHue
. . UrteHne
HacTtporika o6bekTHOM Mogenu v
PepaktupoBaHue
HobaBneHve / yoaneHue / pegaktvpoBaHue nons3osatenen | X N
Bblgaya npas goctyna nosib3oBatesniaim X N
Co3pgaHue 1 pegakTupoBaHue CTPYKTYpbl 00bekTa X v

4.1.1 PaboTta c nonb3oBaTensamMmu

[obasneHne, yganeHne n peaakTnpoBaHne nonb3oBaTernen oCyLecTBASEeTCA Ha OTAENbHON
ctpanuue (Puc. 4.2) no cceinke: https://<host>/ixyber/manageruser.

13



SKCMOPT AaHHbIX
[obaenenve nonbaosarens _
e MM”DE,T AaHHbIX HacTpoika CUHXPOHU3ALIN
v e v

PepakTuposaH1e nonb3oearens

_— 7 YpaneHue nonozoearens

Puc. 4.2 - CtpaHuua paboTbl ¢ Nnonb3oBaTensiMm

4.1.1.1 [Oob6baBneHue

UTtobbl fo6aBUTL Nonb3oBaTens, Heo6xoANMO HaxaTb KHOMNKy «[Jo6aBuTb» 1 B NOSBMBLLEMCS
okHe (Pvc. 4.3) BBeCTu AaHHble 1 BbiIbpaTb JOCTYN.

MNonb3oBartenb
Norud Jloctyn
Maponb & User

. - | (JInstructor
DaMHUIKA '-: ;" [Juma_protection
HmA [ J | OQAdmin
OTyecTBO | )

TabenbHbIil HOMEp Iii j:'

e-mail | )

OomKHOCTb ( )

BKMNHOYMTE y4. 3aNUCh

Puc. 4.3 - OkHo nobaBneHns nonb3oBartenemn

4.1.1.2 WUmnopt

AOnsa vMmnopTta HeobXxoauMO HaxaTb KHOMKY «MmnopTupoBaTb» U BblbpaTb HEOOXOAUMbIN
dann (dopmata CSV).

4.1.1.3 3kcnopt

Mpw aKkcnopTe, 9KCNOPTMPYIOTCS BECb CNUCOK NoNnb3oBaTeneil Ha JaHHOM aKpaHe B hopmMaTe
csv.

4.1.1.4 PepakTupoBaHue

YUT06bl OTpEeaakTUpOBaThb AaHHbIE MOMb30BaTeNs Uv NepeonpeaennTb ero 4OCTyM, B CTPOKe
BblIOpaHHOro Nonb3oBaTens HaXXMUTe KHoMKy «PenaktupoBaTby.

B nosisuBwemcs okHe (Puc. 4.3) nameHute gaHHbIe.

14



4.1.1.5 YpaneHue

YT00bI yoannTtb nonb3oBaTtesid, B CTPOKe BH6paHHOﬂ3 nonb3oBaTtena HaXMWUTe KHOMKY
«Ypanuntb».

4.2 HacTtpoiku cepBepa Ans CAHXPOHU3aUun

ﬂﬂﬂ HaCTpOﬁKM CUHXPOHN3aUnn 0asbl AaHHbIX C NOoJfib3oBaTeENAMU HeO6XOﬂMMO HaXaTb
«HacTponkn».

B nosBuBwemcsa okHe (Puc. 4.4) Bbibepute WHTEpPECYOLMA CepBep U HaXMUTE KHOMKY
«PepaktupoBaTb»

OpHOKpaTHas

CTaTtyc nogknoyeHme PepaktupoeaHue CUHXPOHW3aLMA
OcTaHoBKa
CUHXPOHM3aL MK
Cnntok CepBepoB 4717 CUHXPOHU3aUuKn
TestPostgre a
TestMs o .~~~ Ypanetue
\ [JobaBneHue
cepeepa

Pwuc. 4.4 - Cnncok cepBepoB A58 CUHXPOHU3aLMK

4.2.1 [ob6aBneHue cepBepa

UTtobbl gobaBuTb cepBep, HEOBXOANMO HaxaTb KHOMKY «[JobaBuUTb» N B NOSIBUBLLEMCS] OKHE
(Puc. 4.5) BBECTM AaHHbIE.

No6aBneHwe cepeepa

Status loginCol ( )
Name ( ) passwordCol )
Type (PostgreSQL ~) emailCol ( \
Connection ( ) tabNumbe.rCtnl ( ::.
Start Date(ga. Mm.rrrr —— B firstNamecol ( : ::I
Update Time (hours) (1000 ) middieNameCol ( :;.
F}uare . lastNameCol ( )

officeCol ( )

enabledCol ( )

rolesCol (° Y

Puc. 4.5 - [lobaBneHune cepeepa

4.2.1.1 PepaktupoBaHue

Utobbl oOTpefaktupoBaTb [aHHble, B CTPOKE BbIOpaHHOrO cepBepa HaXMUTE KHOMKY
«PepaktupoBatby.

B nosiBuBIeMcs okHe (Puc. 4.5) nsmeHuTe gaHHble.

15



4.2.1.2 OpHOKpaTHaA CUHXPOHM3aLUS

[na ogHOKpaTHOM CMHXPOHM3aUMK C CEPBEPOM HEOBXOOUMO HaxaTb KHOMKY «OpgHokpaTHas
CVYHXPOHM3aLMsi» B CTPOKe BbIOpaHHOro cepsepa.

4.2.1.3 OcTaHOBKa CUHXPOHU3auus

[Nsi OCTaHOBKM CUMHXPOHM3aLMM C CepBepoOM HeobxoaMMo HaxaTb KHomky «OcTaHoBKa
CMHXPOHM3aLMs» B CTPOKe BblIGpaHHOrO cepBepa.

4.2.1.4 YpaneHue

UTtobbl yaanuTb cepBep 13 cnmcka CUHXPOHM3aunn, B CTPOKE BbIBpaHHOIo cepBepa HaXXMmnTe
KHOMKY «YOanntb».

16



5 Ob30OP CUCTEMbI

5.1 HauanbHasa cTtpaHuua web-uHTepdenca

lMocne aBTOpM3aUUKM OTKPOETCHA HavanbHasa ctpaHmua web-nHtepdenca (Puc 1.2).

Damnana MO

Mepexos B pexm KOHGUIYPUPOBaHMS

Mepexos B rpadurueckmnin peaakTop

|

<+— Paboyaq obnacte ——»

l

Puc. 5.1 - MmaBHas cTpaHuua web-uHTepderica koHdurypaTtopa Cuctemsl

\ [epeBo 06bekTOB

Ha HayanbHOW CcTpaHuue npencrtaBneHa pabodas obnactb cnpasa, «[JepeBo 0ObEKTOB»
cnesa. Tak xe, B LWanke NpuUcyTCcTByeT BO3MOXHOCTb Nnepexoia B peXxum KoHPUrypupoBaHus
N rpadouyeckmin peakTop. 34ech Xe MMeeTC BO3MOXHOCTb BblTU U3 CUCTEMBI.

5.2 WUHTepchenc pexumma KoHcpurypupoBaHus

[ns nepexoaa k ctpanHuue koHdpurypatopa Cuctemsl (Puc. 5.2) B wanke Heo6xoaMmo HaxaTb
KHOMKy «HacTtpounkm».

PNOS
PNOS
KoHdurypaLmonHoe

Name ClassName Path Shape Subname
pepesc

™~ ALM
XYBERRUNER
= ¥ MODEL
MPA_SIBUR

wma MovuTopisr MM

N Omser _———— Tabnuua
PNOS DEMO e KOHGUrypaumvu
NS KF 16301 desc obwexToR

TaBnuua
HacTpoeK ———__
anemexTa

Puc. 5.2 - CtpaHuua koHdpurypatopa Cucrtemsl

17



Ha ctpaHuue pexuma koHdurypupoBaHus npucytctByeT «KoHdurypaumoHHoe aepeBoy,
Tabnuua Hactpoek anemeHTa (Tabnuua 5.1), a Takke B OCHOBHOW paboyen obnacTtu
HaxoguTcs Tabnuua KoHUrypawumm o6bLEKTOoB.

Tabnuua HacTpoek anemeHTa COCTOUT U3 CreayoLLmMX pasaenos:

X Hacrtponku (ans 3agaHvs 3HaYeHuin nonemn anemeHTa)

¥ Co6biTua (oNs HasHaYeHUs BbINOMHEHWSA CKPUMTA MO U3MEHEHMI0 3HaYeHUs )

F  ®OyHKuMK (ANA BLINONHEHUA YHKLIMIA 3reMeHTa)

Tabnuua 5.1 - OnucaHue BaXHbIX NYHKTOB Tabnuubl HACTPOEK SNeMeHTa:

MyHKT OnucaHue

Shape dopma 0b6bekTa

Bindinglist MpunBsiska gaHHbIX

Sub name BcnomoraTenesHoe Ha3BaHe obbekTa
Description | KpaTkoe onucanne obbekta

Type Tun obbekTa

Path MyTb oo 06bekTa

Name HasBaHue obbekTa
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